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September 16, 2008
Client Alert

Compliance with the Red Flag Rules of the Federal 
Fair & Accurate Credit Transactions Act 
Federal Law
The Gramm-Leach-Bliley Act, the Fair Credit Reporting Act, 15 USC § 1601 et seq. and the Federal Trade Commission Act require companies to provide reasonable security for sensitive information.  The new Red Flag regulations implement Sections 114 and 315 of the Fair and Accurate Credit Transactions Act of 2003.
Red Flag requirements that implement the federal Fair and Accurate Credit Transactions Act, (“FACTA” or “FACT Act”) are mandatory as of November 1, 2008.  This act requires creditors to develop and implement a written Identity Theft Prevention Program to detect, prevent, and mitigate identity theft in connection with the opening of certain accounts or certain existing accounts and securely disposing of that information when it is no longer needed.
Definitions
A “Red Flag” may be defined as a pattern, practice, or specific activity that indicates the possible existence of identity theft.  These may include unusual account activity, fraud alerts on a consumer report, or attempted use of suspicious account application documents. The program must also describe appropriate responses that would prevent and mitigate the crime and detail a plan to update the program. The program must be managed by the Board of Directors or senior employees of the financial institution or creditor, include appropriate staff training, and provide for oversight of any service providers. 15 U.S.C.A. § 1681m. 
The “Red Flag” rules apply to “financial institutions” and “creditors” with “covered accounts.” 

A “creditor” is any entity that regularly extends, renews, or continues credit; any entity that regularly arranges for the extension, renewal, or continuation of credit; or any assignee of an original creditor who is involved in the decision to extend, renew, or continue credit. 15 U.S.C.A. § 1691a(e).   
A “covered account” is an account used mostly for personal, family, or household purposes, and that involves multiple payments or transactions. Covered accounts include credit card accounts, mortgage loans, automobile loans, margin accounts, cell phone accounts, utility accounts, checking accounts, and savings accounts. A covered account is also an account for which there is a foreseeable risk of identity theft, for example, small business or sole proprietorship accounts.
Three New Regulations
As part of the new “red flags” rules, credit report users that receive an address discrepancy notice from a credit bureau must take additional steps to verify the identity of the person applying to open an account or rent a property.

There are new rules for issuers of debit and credit cards that require verification of addresses upon receiving a request to change an address. The rule applies to debit and credit cards issued by a financial institution as well as payroll cards and recipients of a home equity loan if the cardholder is able to access the loan with a debit or credit card.  

Additionally, consumer reporting agencies and any business that uses a consumer report must adopt procedures for proper document disposal.

Requirements
1. An investigation must be undertaken to identify relevant patterns, practices, and specific forms of activity that are “red flags” signaling possible identity theft.  
2. A program must be written, approved and implemented by the board of directors, a board committee or senior management.  
3. The board or senior management is responsible for staff training and oversight of service providers. 
4. The board of directors or senior management should assign specific responsibility for implementation of the program, should review reports by staff, and should approve material changes to the program. 
Examples of Red Flags

The Federal Trade Commission provided an extensive list of possible red flags to assist companies in identifying red flags.  Some of the red flags are:

1. A fraud or active duty alert is included with a consumer report.
2. A consumer reporting agency provides a notice of credit freeze in response to a request for a consumer report or provides a notice of address discrepancy.

3. Documents provided for identification appear to have been altered or forged.
4. The photograph or physical description on the identification is not consistent with the appearance of the applicant or customer presenting the identification.
5. An application appears to have been altered or forged, or gives the appearance of having been destroyed and reassembled.

Attached is the Appendix to the Red Flag Rules with contains guidelines that are intended to assist financial institutions and creditors in the formulation and maintenance of an Identity Theft Prevention Program. Supplement A to Appendix A contains 26 red flags that the FTC has provided as illustrative examples. 
Liability for Non-compliance

A company can violate FACTA "willfully" or negligently.  FACTA authorizes damages of $100 to $1,000 for each incident found to be in "willful noncompliance," even when there is no proof of actual injury.  Punitive damages are available.  15 U.S.C. § 1681n.  
Any entity that negligently fails to comply can be liable to the consumer for any actual damages sustained by the consumer because of the failure in addition to court costs and attorney fees. 15 U.S.C. § 1681o. 
Non-compliance may also lead to exposure to new risks for class action lawsuits.   Under FACTA, there is no cap on damages.
How to Comply
To comply, you must complete the requirements set forth above.  You can conduct the investigation and assessment yourself or to have an outside firm conduct the investigation and provide assistance in drafting an Identity Theft Prevention Program, we recommend contacting Jim Kelton at Altius Information Technologies, Inc. at (714) 442-6670 or www.AltiusIT.com.  Altius will provide a free consultation and a flat rate estimate of the project based on the size of your company and what information your company already has in place. You need to be advised that we have not done business with Altius before however we have researched their credentials and believe they are well qualified to conduct the assessment.
Of course, we can prepare the board minutes to approve your Identity Theft Prevention Program once it is complete.  For more information about FACTA compliance, contact Jennifer McClain at jennifer@mrjlaw.net or (714) 972-2333.
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